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Default Apps Guard

KopoTkuii npaktuueckuin rang ans cnydas: Windows yse ycTaHOB/IEHa, HY>HbIe MPOrpaMmbl yxe
crosT, defaults BbicTaBneHbI BpyUHYtO, 1 xoueTcsa 3anpetuts Windows cHoBa genatb Edge 6pay3epom

uan PDF-untankon.

BbicTpbin Putyan

1. 3anyctn Start.exe o6bluHbIM cnocobom n noaTBepan UAC.

2. Otkpon  ACCOUMALNN —> MOJINTUKA .

3. AnA BaxkHOW TOUKM OTKaTa 3anoaHu | MeTKka pesepBHoil konuu , Hanpumep | golden-before |
before—faststone uan clean—-windows-office |

4. Boibepw | MpoBepuTb — 4YeMm ceildac OTKPbIBAWTCS (haiinbl M MPOBEPb TEKYLLYH KapTUHY: browser,
PDF, tekct/Office, apxuBbl, KapTUHKK, BUAEO, ayano u playlists.

5. Boibepu | dkcnopTuMpoBaTb TEKylWMe accouuaunm B 3TanoH . OTo umtaet Tekywme Windows
associations n 3aMeHsaeT ynpaBaseMbli 3Tal0H
profiles\default_apps\AppAssociations.xml ; timestamp backup coxpaHsetca otaensHo.

6. OcTaBb BK/IHOUEHHBIM | 3akpennaTb KEcTKO . 310 hard mode: policy 6yaeT Bo3BpaLLath
associations npu Kaxxaom Bxoze Nnoab3oBaTens.

7. Boibepun | 3akpenuTb coxpaHéHHbie accoumauun . KomaHaa ckonupyet XML B
C:\ProgramData\Audion\DefaultApps\AppAssociations.xml , Bkatoumt HKLM policy
DefaultAssociationsConfiguration M BbINOAHUT | gpupdate /force .

8. Caenan sign out/sign in uau reboot.

Xe)

. [Mocne Bxopa cHoBa 3anycTv | [lpoBepUTb — YeM cenyvac OTKpbiBawTCS (ausbl |

Cmblcn: Mbl He npocuM Windows 6biTh BeXXnMBOW. Mbl aaém et odumumanbHbii admin-policy npukas

BO3BpaLLaTh 3Ta/JIOHHbIM Habop associations npu Bxoae.

MNone Kakue Tunbl aiinoB oTcnemxmBaTb CTOUT NPsAMO B dopmMe, ymnamm no rpynnam. OHo He
MeHsAeT 3TaNoHHbIM XML 1 He cTpouT policy; 3710 duabTp Ana NPOBEPKM 1 CPaBHEHMUA

current/profile/policy. O6bI4YHO €ro MOXHO He TporaTb. Ecam Hy>KHa ToueuHas AnarHoCTuKa, UCNONb3yin
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KHOMKM-npeceTbl  Bece , | CHATDL |, | Mo ymonyvaHuio | 1 rpynnbl | Ccbinku |, | TekeT |, | Oduc , | ApxuBbl |,
KapTuHku , | Bugeo , | Ayauo |, | lneinucTsl . CBOW paclumpeHunsa AONMCbIBatOTCA B Nose  [lo6aBUTb

CBOMU TUNbI |.

Urto Aenaror KomaHabl

MpoBepuTb — 4Yem ceildac OTKpbiBawTCcsa haiinsl - read-only gnarHoctmka. CpaBHuBaeT current

user, aTanoHHbIN profile XML u active policy XML.

e | CoXpaHUTb CHUMOK TeKylero cocTosHusa - Aenaet backup tekywmx associations 6e3

M3MEHEHNA YyNPaBAAEMOro 3TaJioHa.

e | DKCMOPTMPOBaTb TeKyWUe accouuauuyd B 3TaNOH - 3aMEHSIET 3TaNOHHbIN
AppAssociations.xml Tem, YTo ceivac Ha3HayeHo B Windows. 310 He BkatoyaeT policy, HO

CesyoLLMIA 3anycK 3almThl ByAeT NPUHYXAaTb YXKe 3TOT 3Ta/loH.

e B3aTb 3TasoH U3 aina - 3aHOCUT BbIOPAHHbIV COXPAHEHHBIA CHUMOK WAN BHELIHWUIA BaNVAHbIN
DISM | AppAssociations.xml B ynpaBasemMbli 3TanoH. XML MoxeT 6bITb U3 3TOW YTUAUTBI, U3
DISM /Export-DefaultAppAssociations , c 4pyroli COBMeCTMMOW MalumHbl uan n3 deployment

baseline.

* | 3aKkpenuTb coxpaHéHHble accoumauun - BKAtoYaeT uam ynHut HKLM policy no ynpaeasemomy
XML. TpebyeT y>ke CyLLecTBYHOLWMIA 3TaNOH: CO34aHHbIN Yepes nepes3anmcb 13 TeKyLen CUCTeMbI

WAV UMNOPTUPOBAHHbIV BHEWHUM XML.
e CHATb 3aKkpenneHue - cHMMmaert policy-cnon, Ho He obelaet BepHyTb Edge/Photos/Media Player.

e | OTKpbITb ManKy 3TanoHa /| OTKpbITb NanKy 3aKpennéHHoro Habopa /| OTKpbITb NanKy

pe3epBHbIX KOMUIl | - OTKPbIBAtOT paboune nanku moayns 6e3 n3MeHeHNs CUCTEMBI.

e V6paTb CTapble pe3epBHble Konuu - YAanseT TO/bKO cTapble 6e3biMAHHbIe timestamp backups
BuAa Prefix_YYYY-MM-DD_HH-mm-ss.xml . iImeHOBaHHble backups, pyuHble daisbl u

.note.txt 3ameTkm coxpaHsaroTca. Mo ymonyanuto pabotaet B dry-run.

Policy-cnom - 3to machine-level 3HaueHune
HKLM\SOFTWARE\Policies\Microsoft\Windows\System\DefaultAssociationsConfiguration ,
koTopoe yka3biBaeT Windows Ha akTuBHbIN | AppAssociations.xml B ProgramData. OHO oTBeuaert 3a
noBTopHoe npumMmeHeHue default app associations npu Bxoze nosb3oBatens. OTkatoueHune policy-cnos

YAANAET 3TOT NpuKas, HO He MEHAET MTHOBEHHO TeKyLMe accoLMaln NoJib30BaTe A,

[ns BocctaHOBAEHMA U3 coObCTBEHHOrO backup He HyxeH | input : B gencTBuM B3aTb 3TanoH u3
haiina ecTb CMMCOK | COXpaHEHHbI CHUMOK , KOTOPbIN ckaHupyeT | backup\default_apps . PyuHou
BblIbOp | ®aiitn ¢ Apyroro KoMnbwTeEpa HY>EH TObKO Ans dalina n3sHe nam korga backup nexut He

B LUTATHOW Mmarnke.
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Kak Y3Hatb Hy)xHbiv Backup

Y backup ectb timestamp, SHA256 B nore n onymoHanbHas MeTka pesepBHoi konuu . Ecam none

3anoJsiHeHo, Moy b AobasnseT MeTky B MMa backup-darina v nuwer pagom | .note.txt .

Mpumep:

AppAssociations_export_2026-05-25_14-30-00_golden—-before.xml
AppAssociations_export_2026-05-25_14-30-00_golden—-before.xml.note.txt

MeTKa pe3epBHOI Komuu He BAUSAET Ha cogepkumoe XML 1 policy. 3To TOIbKO YesioBeYECKNin

APNbIK ANA MOUCKA U MOHUMAHMSA, KaKOW CHUMOK Bbln “TOT camblin”.

3abaBHoctn Windows

e Ha Windows 11 Home/Core policy | DefaultAssociationsConfiguration He cumTaetca
rapaHTMpoBaHHbIM NyTém: Microsoft sgokymeHTupyeT eé ans Pro/Enterprise/Education/loT
Enterprise. lpoBepuTb — 4YeM ceilyac OTKpbiBawTCA (ainnbl nokaxert edition, a| 3akpenuTb
COXpaHéHHble accoumaummn MO yMoavaHuto octaHoBuTcA Ha Home/Core, UTObbI He co3aaBaTh
NOXHOEe YyBCTBO 3aLLMUTbl.

e Policy 06bI4HO peanbHO NPUMEHSAETCS MPU HOBOM BXOZE MOJIb30BaTeNsA, HE B TEKYLLEN Ceccum.

e [ocne uncton yctaHoBkM XML moxeT bbITb HemoaHbIM, Noka delay-installed apps ewé He
3aperncTpupoBanuce.

e Ecnv npunoxeHne obHoBunOCh U cmeHmno Progld, ctapeii XML moxeT nepectaTtb nonazatb B
uenb. Toraa cHoBa cAenanr | IKcnopTUPoBaTb TeKywuWe accouuauum B 3TanoH W | 3akpenutb
COXPaHEHHbIe accouuaumm |

e Edge, Photos n Media Player moryT npogonxatb yroBapusatb ctatb default-npunoxeHnamu
BHyTpu cBoero Ul.

e Suggested=true aenaert association mMArkon/ogHokpaTHOW. [ns 3awunTtel OT Bo3BpaTa Edge
Nydlle aep>KaTb BKAKOYEHHbBIM = 3aKpennsaTh HECTKO .

e Browser/PDF associations cunbHee 3awuileHbl yepes | UserChoice /UCPD. No3atomy Mogynb He
npasut  UserChoice pykamu.

e XML c gpyrov MalnHbl MOXET He cpaboTaTb MAeanbHO, eCiv TaM APYro Habop NPUAOXKEHUIA NN
Progld.

e CHATb 3aKpenneHue TO/NbKO CHUMAET npukas. Tekylee coctosiHne defaults octaérca kak ectb f0

caefyrowmnx nonb3oBaTe/IbCKUX AN CUCTEMHbIX N3MEHEHWN.
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OduumanbHan NpaHmua

OCHOBHOW €101 MOAY NS MOCTPOEH Ha AoKyMeHTMpoBaHHOM Microsoft admin/deployment path:

¢ DISM default app associations;

e DefaultAssociationsConfiguration policy;

e registry path HKLM\SOFTWARE\Policies\Microsoft\Windows\System ;
e Suggested behavior B Windows 11 22H2+;

e npuMeHeHwue policy npu sign-in.

CHMMKW accoumaLmii TekyLLero noab3oBatens He BxoaaT B | MOJINTUKY : OHM XXMBYT Ha CTpaHuMLLax
CHUMOK w | TPYMMbl , umTatoT | UserChoice\ProgId u3 peecTtpa 1 TONbKO GUKCUPYHOT COCTOSHME.
3anucbiBaTb 06paTHO IMYHBIN BbIOOP NO/b30BaTENSA MPOEKT He YMmeeT 1 He byaeT — Windows

3alLMLLaeT ero NPOBEPOYHOM CYMMOW.

Ecam 1o Windows 11 Home

YecTHbIN OTBET: recurring policy-marus moxet He paboTaTb, NoToMy uto Microsoft He fokymeHTUpyeT

DefaultAssociationsConfiguration ans Home/Core editions.
Y710 OCTaéTtca NoNe3HbIM:

e lpoBepuTb — YeMm ceiyac OTKpbIBAWTCSA (haiinbl - AMArHOCTMKA TeKyLmx associations, profile

XML, policy XML n Windows edition.
e | CoXpaHWTb CHUMOK TeKyuWero coctosHua - 6e3omacHbIn CHUMOK TekyLmx defaults.

e | DKCMOPTUPOBaTb TEeKylMe accouuauun B 3TaNoH - cO3jaHue 3TanoHHoro XML ans xpaHeHus/

nepeHoca.

e B3aTb 3TasoH U3 danna - 3arpyska rotosoro XML B managed profile.
YT0 He obellaem:

e yto HKLM policy 6yaet noBTopHO npuMeHsTb defaults npu kaxzaom Bxoae;

e yTto browser/PDF associations yaactca yaep>atb vyepes3 Henoaaep>kaHHyto Home/Core policy Ha
100%;

e yto DISM /Online /Import-DefaultAppAssociations NOYMHUT yXXe CyLLECTBYIOLLErO
nonb3oaTtens. Mo gokymeHTaumm DISM import npumeHsiet default associations npu nepsom Bxoze
nosib30BaTeNs, TO ecTb 370 bonblue deployment/new-user baseline, yuem BocCTaHOBUTEND TEKYLLETO

npodpuns.
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B GUI ecTb expert-uekbokc | PaspeunTtb HenopaepxuBaemyi pepakuuio . OH no3soaset nonpoboBaTb

policy path Ha Home/Core, HO 3TO peXuMm TecTa, a He JOKYMEHTUPOBAHHAA rapaHTuA.

NCTOUHUKHM

e https://learn.microsoft.com/en-us/windows/client-management/mdm/policy-csp-

applicationdefaults

¢ https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/dism-default-

application-association-servicing-command-line-options?view=windows-11

e https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/export-or-import-

default-application-associations?view=windows-11
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